- redhat.

NetConf18 Topics

— SCTP Offload
— UDP Tunnels ICMP Process

Red Hat, Inc. Beijing, China

Xin Long

Linux Networking Conference in Boston, 2018



SCTP Offload

Q redhat

Outline

SCTP Offload
SCTP GSO Basics
SCTP GRO Basics
SCTP GSO Over LOOPBACK and VETH
SCTP GSO Over TUN and VIRTIO_NET
SCTP Offload Over METAL DEV



Q redhat

SCTP Chunks General Process
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SCTP GSO Basics
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Performance Test

- slow cpu on send side.

- segmentation being done by the stack.

TCP General GSO Performance
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SCTP General GSO Performance
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SCTP Packet Format

When to Flush?

i i Ether header struct sctphdr {
Linearize? CPNNE ource:
__bel6 dest;
IP header " be32 vtag;

__le32 checksum;
}i

struct sctp_chunkhdr {
__u8 type;
__u8 flags;

SCTP header .
__bel6 length;

}i
p struct sctp_datahdr {
CHUNK 2 3 __be32 tsn;
£ __bel6 stream;
i __bel6 ssn;
{ __u32 ppid;
__u8 payload[0];
CHUNK 3 };
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SCTP GRO Basics

TCP GRO
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Performance Test

- slow cpu on recv side.

- segmentation being done by the stack.

TCP General GRO Performance
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SCTP General GRO Performance
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SCTP GSO Over LOOPBACK and VETH

on sctp rx path:
+ support for fraglist process
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Performance Test

- ip link set veth/lo mtu 1500.

SCTP Veth GSO Performance SCTP Loopback GSO Performance
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SCTP GSO Over TUN and VIRTIO_NET

in xmit_skb():

- sg_init_table(sq->sg, skb_shinfo(skb)->nr_frags + (can_push 2 1 : 2));
+ sg_init_table(sq->sg, ARRAY_SIZE(sq->sg));

in virtnet_probe():

+ dev->hw_features |= NETIF_F_FRAGLIST;
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Performance Test

- host <— guest (virtnet testing)
- host —> guest (tap testing)
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VS TCP GSO Over TUN and VIRTIO_NET

- Does Fragment Delay Matter?

TCP Virtio_net GSO Performance

SCTP Offload

SCTP GSO Over TUN and VIRTIO_NET

TCP Tap GSO Performance
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SCTP Offload Over METAL DEV

Depends on Vendors, including CRC checksum offload.

Will tx-scatter-gather-fraglist be supported?
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Outline

UDP Tunnels ICMP Process
ICMP FragNeeded and Redirect
IP Tunnels ICMP Process
UDP Tunnels ICMP Problem
L2TP Tunnels ICMP Problem

UDP Tunnels ICMP Process



UDP Tunnels ICMP Process ICMP FragNeeded and Redirect
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ICMP FragNeeded and Redirect

Two important ICMP packets.




UDP Tunnels ICMP Process IP Tunnels ICMP Process
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IP Tunnels ICMP Process

ipv4: ipip, ipgre, Vi, sit ...
ipv6: ip(6)ip6, ipbgre, ipbvti ...
others

global tunnels hash table

IPPROTO_IPIP

ipip_handler->ipip_err()

l

ip_tunnel_lookup()

l

ipv4_update_pmtu()




UDP Tunnels ICMP Process UDP Tunnels ICMP Problem
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UDP Tunnels ICMP problem

VXLAN/GENEVE
FOU4/6, GUE4/6
others

global UDP sock hash table (RX)

global VXLAN hash table

sock0

sock1

sock2

> |PPROTO_UDP

udp_protocol->udp_err()

l

__udp4_lib_lookup()

i X

v
ipv4_update_pmtu()




UDP Tunnels ICMP Process UDP Tunnels ICMP Problem
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What We Can Do

A: search UDP sock by SIP/DPORT/encap_rcv
B: go to possible Tunnels and search by SIP/DIP/encap_info

global UDP sock hash table (RX)

Fix A sock0

udp_err()

sock1

sock2 —>

work for vxlan/geneve,
may not for fou/gue

work for all
complicated work



UDP Tunnels ICMP Process L2TP Tunnels ICMP Problem

O. redhat

L2TP Tunnels ICMP Problem

IP encap
UDP encap

global L2TP hash table

IPPROTO_L2TP

X

I12tp_ip_protocol->I2tp_err() (to do)

!

2 2tp_session_get() .

lx

ipv4_update_pmtu()

It's peer_session_id!



UDP Tunnels ICMP Process L2TP Tunnels ICMP Problem
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What We Can Do

A: match L2TP with peer_session_id, peer_tunnel_id and socket by SIP/DIP

global L2TP hash table

session_id (hashkey)

peer_session_id

r_session_id

step 2:
match peer_turhel_id (version 2)

step 3:
match the sock.with IPs
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|deas ?
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