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struct_ops are structs with callbacks and
flags that can be defined in BPF programs

- Allow BPF programs to implement interfaces for the kernel
- Written up in LWN in a Kernel operations structures in BPF article: https://lwn.net/Articles/811631/
- Currently used for TCP congestion control, and HID BPF (https://lwn.net/Articles/909109/), and will be used for sched_ext

BPF program vmlinux and/or modules

SEC("struct_ops/example_enqueue”) static struct sched_ext_ops scx_ops;

void BPF_PROG(example_enqueue, Ui * &
SOmEr faok strist*, ubdent flags) { d put_prev_task_scx(struct rq *rq, struct task_struct *p)

{ u64 flags;

u64 slice = SCX_SLICE_DFL, dsq_id:;

if (eng_flags & SCX_ENQ_LOCAL)
dsg_id = SCX_DSQ _LOCAL;:
else

flags = get_enq_flags(rq, p);

dsq_id = SCX_DSQ_GLOBAL: call into BPF // Call into BPF program to'enqueue task
< - schedulerto ..... ... scx_ops.enqueue(p, flags);
. . _ enqueue task
scx_bpf_dispatch(p, dsq_id, slice, eng_flags); }

}

SEC(".struct_ops")

struct sched_ext_ops simple_ops {
.enqueue = (void *)simple_enqueue,
.name  ="simple",

h



https://lwn.net/Articles/811631/
https://lwn.net/Articles/909109/
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struct_ops callbacks can invoke kfuncs

- Like any other BPF program, struct_ops callbacks can invoke kfuncs

- From example on prior slide, the example enqueue BPF prog calls scx bpf dispatch () to put atask onto a sched_ext dispatch
queue (DSQ)

- Inexample below, bpf rcu read lock() andbpf rcu read unlock () are also kfuncs

BPF program vmlinux and/or modules
struct task_struct *task; __bpf_kfunc void bpf_rcu_read_lock(void)
{
bpf_rcu_read_IOCKO; .................................................. Pointers become MEM_RCU....... = fCU_read_IOCk();
}

task = read_task_from_map(pid);
if (task)
bpf_printk("%s: protected with RCU!", task->comm); bpf_kfunc void bpf_rcu_read_unlock(void)

i {
bpf rcu_read unlock(); ..o RCU read region closed, >

ensured by verifier rcu_read_unlock();

}

BTF_SET8 START(common_btf ids)
BTF_ID_FLAGS(func, bpf_rcu_read_lock)

BTF _ID_FLAGS(func, bpf rcu_read_unlock)
BTF_ID_FLAGS(func, bpf_dynptr_slice, KF_RET_NULL)

BTF_SET8 END(common_btf_ids)




02 Discussing feature



02 Discussing feature

kfuncs may not be safe to call in all contexts

- kfuncs may have assumptions of context: it’s only valid to call me from certain places
- E.g.the kernel may set some global state before invoking a struct_ops callback, which a kfunc relies on
- It can therefore be unsafe to call kfuncs from certain callbacks
- In prior example, it’s valid to call scx bpf dispatch () froman ops.enqueue () callback, when the task is being enqueued
- It would be invalid to call scx bpf dispatch() frome.g.ops.select cpu(),wherea CPU is returned where a task should be
migrated on the wakeup path
- It would be invalid to call any sched_ext kfunc from a non-sched-ext struct_ops program
- Akfunc that can be called from a BPF PROG_TYPE STRUCT OPS program can be called from any struct_ops callback
- Verifier will only ensure that the kfunc may be called from a struct_ops program
- No filtering for which struct_ops program or callback should be allowed
- kfuncs may also nest, e.g.
- vmlinux — struct_ops callback X — kfunc A — struct_ops callback Y — kfunc B
- It may only be valid to call kfunc A from callback x
- It may be that no nesting is expected from kfunc B
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Support restricting kfunc scope to specific
struct_ops callbacks

- Support specifying specific struct_ops callbacks for individual kfuncs
- Possibly support statically specifying how kfuncs may be nested
- Only for runtime safety checking
- Specifying struct_ops callback — kfunc permissions is sufficiently expressive so as to define allowed nesting
- Possibly support invoking different kfuncs in different contexts, but with same name in BPF program
- scx bpf dispatch () inops.enqueue () Vs.ops.dispatch () may correspond to different kfuncs in ext.c
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sched_ext uses bits in global mask to track
which kfuncs may be invoked

wum scx_kf_mask {
SCX_KF_UNLOCKED

SCX_KF_INIT
SCX_KF_SLEEPABLE

SCX_KF_CPU_RELEASE
SCX_KF_DISPATCH [ %

SCX_KF_ENQUEUE ] <X
SCX_KF_REST ] <<

__SCX_KF_RQ_LOCKED SCX_KF_CPU_RELEASE | SCX_KF_DISPATCH |
SCX_KF_ENQUEUE | SCX_KF_REST,
__SCX_KF_TERMINAL SCX_KF_ENQUEUE | SCX_KF_REST,
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sched_ext uses bits in global mask to track
which kfuncs may be invoked

ﬁﬁaﬁﬁ! __always_1inline void scx_kf_allow(u32 mask)
{

WARN_ONCE ((mask | higher_bits(mask)) & current->scx.kf_mask,
"invalid nesting current->scx.kf_mask=0x%x masl
current->scx.kf_mask, mask);

current->scx.kf_mask |= mask;

}

void scx_kf_disallow(u32 mask)
{

current->scx.kf_mask &= ~mask;
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__always_inline bool scx_kf_allowed(u32 mask)
{

(unlikely (! (current->scx.kf_mask & mask))) {
scx_ops_error("kfunc with mask 0x%x called
mask, current->scx.kf_mask);

false:

)

(unlikely((mask & (SCX_KF_INIT | SCX_KF_SLEEPABLE)) &&
in_interrupt())) {
scx_ops_error("sleepable kf
false;

)

(unlikely(highest_bit(mask) == SCX_KF_CPU_RELEASE &%
(current->scx.kf_mask & higher_bits(SCX_KF_CPU RELEASE)))) {
scx_ops_error("cpu_release kfunc called from a nested ope: )
fals e

(unlikely(highest_bit(mask) == SCX_KF_DISPATCH &%
(current->scx.kf_mask & higher_bits(SCX_KF DISPATCH)))) {
SCX_OpPS_ error( spatch kfunc called from a nested ope i) 7
false

’
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sched_ext uses bits in global mask to track
which kfuncs may be invoked

u3d2 scx_bpf_dispatch_nr_slots(void)

{

1 (!scx_kf_allowed(SCX_KF_DISPATCH))

| scx_dsp_max_batch - __this_cpu_read(scx_dsp_ctx.buf_cursor);
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Can we define flags per callback, optionally
specify masks of callback flags in kfuncs?

- Could it gointo another . 1ong following where we store the kfunc flags in BTF?
- Verifier then ensures struct_ops «—— kfunc loops form a DAG, and kfuncs are invoked in correct place?






